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Abstract

Blockchain is the underlying technology of Bitcoin, which is essentially a consensus-based
ledger technology with decentralized, tamper-evident, and anonymous features. This paper
investigates the feasibility of applying blockchain technology to electronic voting systems. This
paper first analyzes the shortcomings of the traditional voting system; studies the technical method
of using blockchain technology to realize a high-security voting system, and designs a blockchain
electronic voting system scheme, and implements a private blockchain simulation environment
using python language; finally, a blockchain-based electronic voting software simulation prototype
is implemented using Django and python. It is found that blockchain-based electronic voting system
has greater advantages than traditional voting system in terms of privacy, verifiability, democracy,
fairness and completeness, legalization, and is the better solution to ensure the fairness and security

of the voting system.
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1. Introduction

1.1. Background of the subject

Traditional data management systems usually use centralized databases, and such centralized
systems are generally managed and maintained by a single organization or individual, and have
absolute control over all data, so that other people do not have a complete understanding of the data
update process, and data security trustworthiness is insufficient; they are also vulnerable to single-
point attacks by attackers.

In recent years, with the widespread spread of digital currencies such as Bitcoin, the
underlying bookkeeping technology used, the underlying blockchain technology, has also received
a lot of attention from researchers and scholars. The essence of blockchain is an open and transparent
database ledger that records all transactions. It is characterized by the security features of
decentralization, immutability, and openness and transparency without a third-party intermediary.
These technical features of blockchain solve the problems of high cost, low efficiency, and low
security of the existing centralized system.

1.2. Significance and main content of the subject

1.2.1. Disadvantages of traditional electronic voting system

The traditional electronic voting system has the following drawbacks.

1) Insufficient data security, the centralized system is vulnerable to attackers' intrusion,
tampering or even destroying voting results

2) Risk of leakage of voters' personal information

3) Poor disaster tolerance, risk of data loss and data corruption.

4) Voting data management authority is not transparent and there is a risk of favoritism and
fraud

5) Voting results are completely controlled centrally, and voters cannot verify whether their
voting results are correct.

The above problems have seriously affected the availability and credibility of the existing

voting system. .

1.2.2. Advantages of blockchain e-voting system

Blockchain technology itself is derived from Bitcoin, and its essence is a database ledger based
on consensus mechanism, which has the characteristics of decentralization, traceability, tamper-
evident and quasi-anonymity.

The electronic voting system based on blockchain technology has fair, transparent, verifiable,
and tamper-evident voting data, which improves the traceability of the voting system and reduces
the trust risk of the system. At the same time, it can effectively prevent illegitimate voters or
malicious organizations from fraudulent ballots, disrupting the voting process and interfering with
voting results. In addition, the anonymous algorithm protects the privacy of voters by allowing
anyone to query and verify the voting results without compromising the openness and fairness of

the voting process.



1.2.3. The main content of the subject

This paper investigates the feasibility of applying blockchain technology to electronic voting
systems. This paper first analyzes the shortcomings of the traditional voting system; studies the
technical method of using blockchain technology to realize a high-security voting system, and
designs a blockchain electronic voting system scheme, and implements a private blockchain
simulation environment using python language; finally, a blockchain-based electronic voting
software simulation prototype is implemented using Django and python.



2. Research process

2.1. Security design of the voting system

The goal of an ideal e-voting system is to complete the voting through the public network and
to satisfy the maximum demand with minimum cost. To this end, many e-voting system researchers
have discussed the minimum requirements that an e-voting system should meet according to
different voting situations, and formed different classifications, in general, an e-voting system
should meet the following requirements.

1)  Accuracy

Goal: Any invalid ballot will not be counted; no matter anyone deletes, modifies, or copies the
ballot, it can be checked and processed by the system, so that it cannot disturb the normal voting.

The solution used in this paper: using secure hash algorithm, asymmetric cryptographic
signature technology, and blockchain POW bookkeeping mechanism can achieve this goal.

2) Privacy

Goal: All ballots are kept secret, and no one can correspond the ballot to the voter to determine
what a person voted for

The scheme used in this paper: using asymmetric encryption techniques, using public keys
instead of direct identity information to represent the voting user can achieve this goal.

3) Verifiability

Goal: Voters can query their own clients to confirm whether their votes have been tampered
with after submitting their ballots and before the system tallies the voting results.

Solution used in this paper: Public blockchain chain technology, which can be used by each
user to independently query the voting information on the blockchain, retrieve their voting records,
and verify their signatures, can achieve this goal.

4) Democracy

Goal: Only legitimate voters are allowed to vote, and only once

The solution used in this paper: Voting identity verification KYC verifies the legitimacy of the
voter, and my private key generates products to ensure uniqueness, which can achieve this goal.

5) Legalization

Goal: Only authorized people can vote

The solution used in this article: Voting identity verification KYC verifies the legitimacy of
the voter, which can achieve this goal.

6) Completeness

Goal: The certification authority should accept votes from any legitimate voter and all valid
votes can be counted correctly.

The solution used in this paper: public blockchain technology, which can be used by each user
to independently query the voting information on the blockchain; blockchain bookkeeping is

tamper-proof and every valid vote is recorded, which can achieve this goal.

2.2. Architecture of blockchain voting system

The blockchain structure used in this paper is shown in Figure 2-1 below. Each block consists
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of two parts: the block header and the block body, in which multiple transactions recorded in this
block are stored, and the transaction data are stored according to the Merkle tree structure; the block
header stores the hash of the previous block, random numbers, Merkle roots of the transaction data,
etc.
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The block header structure of the blockchain voting system in this paper is designed as follows

Table 2-1
Table2-1
Fields type Meaning
prev_h 32 chars Previous block hash
merkle h 32 chars Merkle tree root hash
h 32 chars This block hash
nonce int Random numbers for mining
timestamp float Block creation time
id int Block id for emulation use

The transaction data of this blockchain voting system is designed as follows Table 2-2

Table2-2
Fields type Meaning
uid 32 chars Voter's id (public key)
vote_id 32 chars Voting project id
vote int Results of the selected voting candidates
timestamp float Voting time
id int Block id for emulation use
signature 32 chars Voting record signature




2.3. Software architecture of the voting system

The software architecture of this blockchain voting system is shown in Figure 2-2 below:

Voter Client Blockchain voting system backend Voting Organizer Client
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Generate public and private keys
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Figure 2-2

The overall scheme is roughly divided into three pieces, the first is the voter client, the voter
is the person who votes, the electronic voting blockchain system is the voting backend, and the
voting organizer is the person who initiates the voting project. The specific process is that the voting
organizer first creates a voting project and voting options, and then generates a list of legitimate
voters, who are qualified to vote. Before the voting begins, the voter can generate a pair of their
own public and private keys through public and private key generation software. Then they can
verify that they are eligible to vote through KYC. If the KYC is passed, the voting organizer will
record the voter's public key; if the KYC is not passed, the voter will be determined to be an illegal
user and will not be given the option to vote. Once the authentication is passed, the voter can vote
and generate a signature, and perform subsequent signature verification. The specific signature
verification method is that first the voter client calculates the hash value of the voter's voting record,
and then encrypts this hash value with the voter's own private key to generate a signature cipher,
which is saved in the voting transaction record. After decryption, the HASH value generated from

the voting transaction record (voting ID, voting options, etc.) is compared with the decrypted value,




and if it is the same, it means the signature authentication is passed, if not, the voting transaction is
considered illegal and discarded. Transactions that pass signature verification are stored in a data
pool, packaged into blocks, and then it is time to mine and compete for bookkeeping rights. The
bookkeeping also requires checking if the block is valid. How do you determine if a block is valid?
The method is to calculate the root hash value of all the transaction records in the block according
to the Merkle tree. If the hash value obtained from the calculation matches the hash value saved in
the block header, the transaction data in the block has not been modified and the block is valid. In
this way, a voting ledger is generated through the blockchain, and we can securely keep the voting
records, query the voting records, and count the voting results.

3. Research results

3.1. Blockchain simulation environment

This subject uses python to implement a private chain simulation environment with block
generation, mining, and synchronization functions. This simulation environment only needs to run

on a stand-alone system and can be accessed through a local web interface.

3.1.1. Signature generation

The code of voting transaction and signature generation is shown in Figure 3-1; the signature
mechanism is implemented by using the python system's asymmetric encryption algorithm package
ECC and secure hash function package SHA3 256, the specific principle is to first construct the
transaction record into the ballot structure, then use the private key to encrypt the hash value,
generate the ciphertext signature value, and save it in the transaction record header.



voter id = request.POST.get( voter-id-input’))
vote = request.POST.get( vote-input”’)
private key = request.POST.get( 'private-key-input’)

times tamp datetime.datetime.now().timestamp()
ballot = “.format(voter id, vote, timestamp)
print( '\ncasted ballot: {}\n'.format(ballot))
signature =

try:

priv_key = ECC.import_key(private key)

h = SHA3 256.new(ballot.encode( utf-8"))

signature = DSS.new(priv key, 'fips-186-3").sign(h)
print( ' \nsignature: {}\n'.format(signature.hex()))

Figure 3-1

3.1.2. Block generation and mining

The main flow of the code is shown in Figure 3-2.

First: generate the transaction records into a Merkle tree structure and construct the block
header. Specifically: first read the list of transaction records to be generated into a block; add the
hash value of each transaction record into the tree as a node of the Merkle tree, and update the node
hash values two by two according to the requirements of the Merkle tree, and finally calculate a
Merkle root hash value, which will be saved in the block header.

Then: start mining and compete for bookkeeping rights. The simulation system only simulates
the local mining process; specifically: starting from 1, iterate through the random number nonce,
each time calculate whether the hash value of the block header meets the difficulty factor puzzle
(the system assumes that the difficulty factor is 0000 for the hash header), if not, then nonce+1,
otherwise, record the nonce into the block header, and bookkeeping Success.



time start = time.time()
number_of blocks = settings.N BLOCKS

of blocks + 1):
fote.objects.filter({block_id=i).order by( timestamp')

or tx in block transactions],
root.make_tree()
merkle h = root.get merkle root()

nonce = @
timestamp = datetime.datetime.now().timestamp()

".format(prev_hash, merkle h, nonce, timestamp)}.encode( utf-
5.new(enc). hexdigest()

nonce +=

block = Block(id=i, prev_h=prev_hash, merkle_ h=merkle h, h=h, nonce=nonce, timest
block.save(
print( \nBlock is minedyn’.format(i))

prev_hash

time end = time.time()
print({ " \nSucc ]

Figure 3-2

3.2. Voting Software Implementation

3.2.1. Voting Ul

The voting Ul designed in this paper, as shown in Figure 3-3, is divided into two parts. The left part
is used for voting, giving it a name of block, and the right part is mainly for viewing the voting
transaction records and voting results in the block chain.
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Figure 3-3

3.2.2. Example of voting

Figure 3-4 shows a specific example of voting implemented in this system, a vote for the most
popular team for the 2020-2021 season of FRC, one of the more famous robotics competitions. The
interface allows you to enter your public key id (representing the voter); at the bottom is the voting
option selection, where you can choose one of the three voting items, that is, choose who you want
to vote for. At the bottom is the possibility to paste your private key, which is used to generate a

signature.
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Figure 3-4
3.2.3. voting blockchain

Figure 3-5 shows the block chain table implemented in this system, that is, the transactions are
all calculated and stored in the block table; we can see that the block numbered 1 in the table has a
hash value of 0 for its previous block, because it is a Genesis block. The hash of the block is a long
string of numbers, and then there is a random number, the timestamp. The block numbered 2 with
the previous block's hash value recorded in the block header is the hash value of the Genesis block,

and so on. It is verified that the blockchain structure of this scheme is complete.
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Figure 3-5
3.2.4. Voting statistics

Figure 3-6 is a look at the tally of the voting system; as you can see, we have 310 votes for player
#1, 357 votes for player #2, and 333 votes for player #3. These are the total statistics from the
blockchain of voting records, which can be displayed visually.
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This software is only a prototype to simulate a concept.

K 3-6
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3.2.5. Security Verification

According to the security goals designed in this paper, the following verification tests were

done
Security goals Verification method Validation results Research findings
Accuracy Modify voting record Signature verification High security
options failed, voting record
discarded
Privacy View the content of No personally High security
voting transactions and | identifiable
find personally information
identifiable information
about users.
Verifiability Voters can check and You can query and High security
examine their voting check
records.
Democracy Fraudulent voter voting | The signature does High security
not pass, only the
vote signed by the
voter's own private
key is valid.
Legalization Illegal user voting Voting identity High security
verification does not
pass, can not vote
Completeness Voting data is available | Voting statistics are High security
to all available to all

4. Research Summary

4.1. Blockchain is feasible to be applied to voting system

Through the design and implementation of the simulation prototype, it is verified that the

blockchain technology is feasible and functionally correct to be applied to the voting system.

4.2. Blockchain voting system with higher security.

The proposed blockchain voting system scheme achieves the security objectives of the voting
system, including Privacy, Verifiability, Democracy, Fairness, Completeness, Legalization.

4.3. Promotion of application value

In the future, this solution can be improved and deployed in public chain systems, such as Ether,

which can achieve higher security and have high application value.
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